— Industry 4.0

Changes in society, changes in customer needs.

Technology is just the enabler.
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ndustry 4.0 challenges

551ailor made production

_

From one car for all... ...t0 a unique car for each of us




ndustry 4.0 challenges

N

Lack of trained technical staff.
. Global competition low-income countries.
. Processes becoming more complex and error intolerant.

Conversion towards 14.0 implies reducing the overall human effort on the whole product life cycle,
and rethinking how to design, engineer, produce and service our make industry.
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Rolls of film sold
Images/Roll

stry 4.0 challenges

1999 Kodak
800,000,000
27

2013 Instagram
60,000,000
365

Avg. Photos/Day
Days in year

Total Images Processed

21,600,000,000

21,900,000,000

Total Images Processed

1999 Kodak 2013 Instagram
Rolls of film sold 800,000,000 60,000,000 Avg. Photos/Day
Images/Roll 27 365 Days in year
Cost/Roll $5.00 NA
Cost/Developed Roll $5.00 NA
Cost/Processed Image S0.37 S0.00 Cost/Processed Image
Total Images Processed 21,600,000,000 [ 21,900,000,000 Total Images Processed
Total Imaging Costs $8,000,000,000 S0.00 Total Imaging Costs
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Information

Design principles and compliance check

assistance decisions
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Use standards to garantee

Interoperability and
Interchangeability
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* Remote connectivity.

e)

* VPN router (third party tunnel web servic

» Exposing local host (cfr localtunnel)
° Jump boxes (third party exposing local subnet)
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ya Client ‘
| | publish , ""\
| Broker | Supe
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Retain S oae

QoS ( at most once, at least once, just once)
Clean Session

User ID + PW

Last will - birth message
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VIQTT broker

///////u t webclient to debug
_

You can access the MQTT broker securely at:

Host: broker.hivemq.com

TCP Port: 1883
Websocket Port: seee
TLS TCP Port: 8883
TLS Websocket Port: 8884

IIIIIII


https://www.hivemq.com/demos/websocket-client/

msg.topic + msg.payload

- payload content -> no rules, content agnostic.

URL endpoint broker ( on-prem or cloud)

Supports tree structured topics

Supports wildcard multi topic subscriptions ( single [+] and multilevel [*])
MQTT clients locally managed or third party.

MQTT broker : locally managed or cloud.

Broker ... A message broker is an architectural pattern for message validation,
transformation and routing. It mediates communication amongst dpplications,
minimizing the mutual awareness that applications should have of each other in
order to be able to exchange messages, effectively implementing decoupling.
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APl vs WebHooks
.

Polling vs event change

e
o
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Is my data ready?

No
| J( Tell me when my data is ready

Is my data ready?

3 @ . Here's your data .
. No @
Is my data ready? T
- . Here's your data ‘ -
o < Funing

Polling Webhooks

(RRANN |
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Client sends a request HTTP methods Server sends a response

https://openweathermap.org/  sign in using API-Key
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https://openweathermap.org/
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https://ifttt.com/explore
https://my.webhookrelay.com/
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OPC UA

e server peer to peer information model exchange

_ Historical Client

d Visualization Trend Report  _ - t
FHLEE B o

—_—
I I OPC HDA

OPC DA Server
. ' N .

OPC A&E

Modbus, BACnet, DF1
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Destgnyprinciple

% Open communicatiestandard ; www.opcfoundation.org and information model

using objects, datatypes, methods.

www.youtube.com/watch?v=pFfyjpexa2o&feature=youtu.be

https://www.youtube.com/watch?v=-tDGzwsBokY

https://www.youtube.com/watch?v=6uEJgYhYpYA

Vendor independent.

Requires minimal one server and one client

OPC is “Plug &Play”, no additional software dev. required
Reducing commissioning.

reusable, scalable, protection of investment ( modular)

Sub standards

DA ( realtime data)

HA ( historical data)

AE ( alarmen en events)
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http://www.opcfoundation.org/
http://www.youtube.com/watch?v=pFfyjpexa2o&feature=youtu.be
https://www.youtube.com/watch?v=-tDGzwsBokY
https://www.youtube.com/watch?v=6uEJgYhYpYA

DPC UA
é//’/
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OPC UA

OPC UA

NY=1a%/=18

Client

==

* OPC UA requires handshaking between clients and servers using X.509 Web standard certificates for
authentication before they are able to talk with one another.

* Tocommunicate between the server and client, the user can choose from three kinds of messaging
modes: None, Sign, Sign and Encrypt.

* OPCUA cancommunicate through any standard HTTP or UA TCP port. Through this standardization,
OPC UA can connect securely over a VPN and through firewalls to allow seamless, remote client-to-

server connectivity.  http://www.ni.com/white-paper/13843/en/
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Miodbus RTU /TCP
Slave communication

Flat data source list grouped by registers and coils, only read ( inputs) and read/write (outputs)
Mainly used in PLC controleers.
Master request includes function code, adresses of coils or registers.

Slave answer contains data or confirmation.

FUNCTION CODE WHAT THE FUNCTION DOES VALUE TYPE ACCESS TYPE

01 (0x01) Read DO Read Coil Status Discrete Head
02 (0x02) Read DI Read Input Status Discrete Read
03 (0x03) Read AC Read Holding Registers 16 bit Read
04 [Ox04) Read Al Read Input Registers 16 bit Read
05 (Ox05) Write one DO Force Single Coil Discrete Write
D& (Ox0&) Write one AQ Preset Single Register 16 bit Write
15 (OxOF) Multiple DO recording Force Multiple Coils Discrete Write
16 (0x10) Multiple AO recording Preset Multiple Registers 16 bit Write A d University
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amote connectivity

Exposing localhost/ exposing local subnet

.

—— _ P rem 61: 3 | t Benefits Pricing Dowr

BN Opdrachtprompt - It --port 1880

Microsoft Windows [Version 18.6.19644.1889]
{c) Microsof orporation. Alle rechten voorbehouden.

Get Remote.It

C:i\Usersiu@@81563»1t --port 1886

your url is: https://tidy-bottles-tease.loca.lt

Enable connections to any platform we support.
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https://www.remote.it/download




Assembly of key/value pairs assembled in structs
and arrays . ( cfr python : dictionaries and lists)
Contains structuring markers : [ 1{}

Single Key/value seperation with :

Pairs separated by

JSON can be combined using [ ]

Left Square Bracket
defines the beginning of
a JSON text

Colon depicts
assignment of a
value to a name

“empid” is the name (column).

1 is the value (for this row)

"empid" {1,
"lastname”:"Davis”,

"firstname":"Sara",

"title”:"CEO",

"titleofcourtesy”:"Ms.",
"birthdate":"1968-12-08",
"hiredate":"2013-05-01",

"address":"789@ - 20th Ave. E., Apt. 2A",
"city":"Seattle",

"region”: "WA",

"postalcode”:"10003",

"country":"USA",
"phone”:"(206) 555-0101"

3

Left and Right Curly
Brackets enclose a JSON
Object

Comma separates this
first object from the
next 150N object
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dvantages and usage

»
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Content is open, human readable.

Database ( use JSONata to queury data)

Image

(enriched) Text ( eg generating PDF docs)
Imbedded in Qrcode

Suppoprted by web application

Supported by programming tools, JS, python,...
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JSONata.org

g data inside JSON models

Set b

to the value

Set b

to the value

Set v

to the value

Set b4

to the value

Set b4

to the value

= MsQ. S0m

- J= $sum(msg.payload. meetplaats. (item))+ $sum(msg. payload. meetplaats.(anderitem))

* Msg. max

* J Smax(msg payload meetplaats (item))

= msg. query

- J= msg.payload meetplaats.item

* msg. lijst

- J= msg.payload meetplaats([1..2]]

* msqg. selectie

- J= msg.payload meetplaats[sensor="TC"].item
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https://docs.jsonata.org/overview.html

L database

e
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Stores non predifined JSON documents.
Build in query language

Web access, no client software needed only webbrowser.

Build in web client as administration tool/query designer. (compass).

Can be deployed on prem or in cloud.
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https://www.mongodb.com/try/download/community

% uxDB
ries data base influxDB

7

_

Auto time stamp generation/ordering.( bucket principle)
Designed fot datacapture/logging.

Webaccess

CLI management tool.

Works wel with grafana dashboard.

API client node-red; python; ...
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https://portal.influxdata.com/downloads/
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ntegration lloT tools
:///z/%r g the industry 4.0 with Node-Red

.

Node-RED is a visual programming tool that allows users to design and
implement flows for integrating various devices, services, and APIs without the
need for extensive coding. Built on Node.js, Node-RED provides a web-based,
drag-and-drop interface to wire together different nodes (functional units) to
create workflows. Its power lies in its flexibility, simplicity, and the extensive
library of available nodes, making it particularly useful for rapid development
and prototyping, especially in loT (Internet of Things) projects and automation

tasks.

https://nodered.org/
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https://nodered.org/

University
of Applied
Sciences



